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Abstract 
In this paper a Genetic Algorithm based steganographic technique in frequency domain using discrete cosine transform has been 
proposed. A 2×2 sub mask of the source image is taken in row major order and Discrete Cosine Transformation is applied on it to 
generate four frequency components. Two bits of the authenticating image are embedded into each transformed coefficients 
except  the first one. In each coefficient second and third positions from LSB are chosen for embedding in the transform domain. 
Stego sub intermediate image is generated through reverse transform. Sub mask from this intermediate image is taken as initial 
population. New Generation followed by Crossover is applied on initial population to enhance a layer of security. New 
Generation is applied to initial population. Rightmost three bits of each byte are taken, a consecutive bitwise XOR is applied on it 
in three steps which generates a triangular form. The first bit of each intermediate step is taken as the output and Crossover is 
performed on two consecutive pixels where two LSB bits of two consecutive bytes are swapped. The dimension of the hidden 
image is embedded followed by the content. Reverse process is followed during decoding. The proposed scheme obtains high 
image fidelity, PSNR and high capacity of embedding in stego images compared Chang Chin et al [1]. 
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1. Introduction 
Steganography offers an essential alternative to image integrity and authenticity problem. It is a kind of data hiding 
technique that provides another way of security protection for digital image data. Unlike utilizing a particular cipher 
algorithm to protect secret data from illicit access, the purpose of steganography is to embed secret data in 
preselected meaningful images, called cover images, without creating visually perceptible changes to keep an 
invader unaware of the existence of the secret. Generally, a steganographic message may be picture, video, sound 
file [8], [7]. A message may be hidden by using algorithms like invisible ink between the visible lines of innocuous 
documents to ensure the security which is a big concern in modern day image trafficking across the network. 
Steganography can be achieved in two ways. One is spatial domain steganography [5] and another is frequency 
domain steganography [6]. In spatial domain steganography the hidden information is directly embedded into image 
pixels. In frequency domain steganography the image pixels are first transformed into frequency domain using 
discrete fourier transformation [4]/ discrete cosine transformation [1]/ discrete wavelet transformation [6] etc. Then 
the information is embedded on it.  Genetic Algorithm [3] in conjunction with steganography has been incorporated 
in the research work to add another layer of security for more sensitive application like military people, research 
institute and medical diagnosis etc. Data hiding refers to the nearly invisible [9], [14], [15], [16] embedding of 
information within a host data set as message, image or video. A classic example of steganography is that of a 
prisoner communicating with the outside world under the supervision of a warden. The data hiding represents a 
useful alternative to the construction of a hypermedia document or image, which is very less convenient to 
manipulate. The goal of steganography is to hide the message/image in the source image by some key techniques 
and cryptography is a process to hide the message content. The motive is to hide a message inside an image keeping 
its visible properties [10] the source image as close to the original. The most common methods to make these 
alteration is usage of the least-significant bit (LSB) developed through [2], [10] masking, filtering and 
transformations on the source image [7]. Present proposal would facilitate secure message transmission through 
block based data hiding. Most of the works [13], [12], [11] used minimum bits of the hidden image for embedding 
in spatial domain, but the proposed algorithm embeds in transformed domain with a bare minimum distortion of 
visual property.  
Rest of the paper is organized as follows. Section 2 deals with the proposed technique. Results and comparisons 
are given in section 3. For generating result and compare it with existing approach some benchmark image is taken 
from image database [17]. Concluding remarks are presented in section 4 and references are drawn at end. 
2. The Technique 
The process of embedding is divided into four steps, transformation into frequency domain using Discrete Cosine 
transformation(DCT), embedding secret information, re-transformed into spatial domain using inverse Discrete 
cosine Transformation (IDCT) and applying Genetic Algorithm.  
In GASDCT, insertion is made by choosing 2×2 non overlapping sub mask from the source gray scale image in row 
major order. Discrete cosine transformation is performed on it to generate four frequency components. Like other 
transforms, the Discrete Cosine Transform (DCT) attempts to de-correlate the image data. The most common DCT 
definition of a 1-D sequence of length N is 
 
for u = 0,1,2, ..., N − 1. Similarly, the inverse transformation is defined as     
for x = 0,1, 2, ..., N − 1. In both equations (1) and (2) α(u) is defined in equation (3)        
(1) 
(2) 
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The first transform coefficient is the average value of the sample sequence. In literature, this value is referred to as 
the DC Coefficient. All other transform coefficients are called the AC Coefficients. The 2-D DCT is a direct 
extension of the 1-D case and is given by 
 for u, v = 0,1,2, ..., N − 1, where α(u) and α(v) are defined in (3). The inverse transform is defined as    
for x , y = 0,1, 2, ..., N − 1. The 2-D basis functions can be generated by multiplying the horizontally oriented 1-D 
basis functions with vertically oriented set of the same functions. Two bits of the secret information are embedded 
onto the second and third position of each lower frequency component i.e. AC coefficients excluding the highest 
frequency one i.e. DC coefficient. The position of embedding is chosen in such a way that there is no loss of 
precession during reverse transformation. The dimension of the hidden image is also embedded on to the first thirty 
two bit position.  
The resultant image sub mask is converted back to spatial domain by IDCT using equation (5). From this image in 
spatial domain image mask of size 32 bits are taken as initial population. New Generation followed by Crossover is 
applied on this initial population. New Generation is performed on rightmost three bits of each byte by consecutive 
bitwise XOR operation on three steps, taking the MSB of the intermediate stream generated in each step. Crossover 
is applied on the consecutive two pixels in row major order. As a result rightmost two bits of two consecutive pixels 
are swapped. Reverse process is followed at time of decoding. 
Schematic diagram of the technique is shown in Figure1. Figure.1.(a) shows process of encoding that of Figure.1.(b) 
depicts the process of decoding.  
 
 
 
 
 
 
 
 
 
 
 
 
1.(a): The process to embed the secret data into the source image 
 
 
 
 
(3) 
(4) 
(5) 
Cover image   
 (512 x 512) 
2 x 2 block of 
pixels from 
cover image 
2 x 2 
image 
matrix 
ZT on 2 
x 2 
matrix 
Apply GA Watermarked 
Image 
(512 x 512) 
IZT 
108   Amrita Khamrui and J.K. Mandal /  Procedia Technology  10 ( 2013 )  105 – 111 
 
 
 
 
 
 
 
 
 
 
 
 
1.(b): Process to extract secret information from the watermarked image 
Figure 1: Schematic diagram of GASDCT  
3. Example 
Consider a byte of Jet image (figure 2.(a)) to be inserted into each mask of Pepper image (Figure 2.(c)). Figure 2.(b) 
shows pixels of Boat image in spatial domain. Two bits of the Jet image are inserted into the Boat image in 2×2 
mask. Insertion is done in the second and third position of the image pixel. Resultant image after embedding is 
shown in figure 2.(d) in frequency domain and Figure 2.(e) in spatial domain. Figure 2.(f) and 2.(g) show New 
Generated Stego image and Crossover stego image respectively. 
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Figure 2.(a): hidden image bits 
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Figure 2:  Encoding Process of GASDCT 
4. Results, comparison and analysis 
Extensive analysis has been made on various images [17] using GASDCT technique. This section represents the 
results, discussions in terms of visual interpretation and peak signal to noise ratio. Figure 3.(a) shows the host 
images Mandrill, Pepper, Boat. Figure 3.(b) shows embedded Mandrill, Pepper, Boat on embedding Jet image using 
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GASDCT. Figure 3.(c) is the authenticating image Jet. Table I shows the PSNR value of embedding against each of 
the source image. From the table it is seen that the maximum value of the PSNR is 44.92and that of minimum value 
of the PSNR is 43.68. The proposed technique is compared with Chang Chin et al [1] approach in terms of PSNR 
and capacity and is shown in Table II.  From results it is seen that a high capacity of embedding has been achieved 
in terms of good PSNR. The equations 5, 6, 7 are used to calculate PSNR, MSE and IF (image fidelity) respectively. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3: Visual Effect of Embedding in GASDCT 
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Table 1. PSNR, MSE, IF values obtained for various images using GASDCT 
Host Image PSNR values MSE Values IF 
Lenna 44.783592 2.161331 0.999866 
Baboon 44.921604 2.093727 0.999888 
Peppers 44.829178 2.138763 0.999880 
Boat 44.860226 2.123528 0.999888 
Cameraman 43.680126 2.786556 0.999846 
Elaine 44.789280 2.158501 0.999896 
Sailboat 44.799095 2.153629 0.999894 
 
Table 2.Comparison of  PSNR(in DB) obtained for various images using GASDCT and Existing [1] 
Host Image PSNR values of 
GASDCT 
Capacity of 
GASDCT 
PSNR values of 
existing[1] 
Capacity of 
existing[1] 
Boat 44.860226 80000 29.75 36,710 
 
Lenna 44.783592 80000 30.34 36,850 
 
Mandrill 44.921604 80000 26.46 35,402 
 
Pepper 44.829178 80000 30.65 36,804 
 
Boat 44.860226 80000 29.75 36,710 
 
5.  Conclusion 
This paper proposed a novel embedding/authentication approach based on Discrete Cosine Transformation for gray 
scale images. From experimental results it is clear that the proposed technique obtained high PSNR along with good 
image fidelity for various images which conform that GA based Discrete Cosine Transformed based image 
steganography can obtain better visibility/quality. 
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